Online Safety Parent Meeting
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Aims:

1. Know the concerns that parents and carers have when their
child is online,

2. Consider the impact of social media on young people’s well-
being,

3. Know how we teach online safety at South Bersted CE
Primary School,

4. Consider your personal ‘footprint” and the information you
share.
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School’s Vision Statement

John 10:10 ‘Life in all its Fullness.’

Effective teaching and a creative, child centred curriculum,
together with an emphasis on Christian values and beliefs,
enables all learners to recognise and achieve high standards.
Pupils are encouraged to embrace challenges and become
lifelong learners in a safe, secure and nurturing environment.
We are committed to enriching pupils’ moral and spiritual
development inspiring all to become caring, responsible
21+ century global citizens.




Study: Most Parents Worry About Kids’ Online Privacy —

but Aren’t Doing Anything about it

Parliament calls for better online protection of children

Facebook Has to Answer for Letting Minors Pay for Games

Parents worry about strangers — and
advertisers — tracking kids online, says
report




What are our children
doing online?




/hildren’s Digital Playground

s
What are your children doing

online?¢

Watch videos on YouTube

* Play arange of online games from Roblox and

Fortnite to Toca Boca mobile games

®* Older children use apps such as Tik Tok to post

videos online and live-stream

* Some may also be using platforms like Snapchat

and Instagram although minimum age is 13

* Use educational apps to supplement learning




2 0 2 1 This Is What Happens In An
Internet Minute
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| atest Research

8-11

17% have their own mobile phone

To go online: 39% use a mobile phone, 78% use a tablet and 10% use a laptop

89% use video sharing platforms

32% use live streaming apps/sites

50% use messaging sites/apps

21% use social media and 24% have their own social media profile

18% play games online
81% watch TV or films on any type of device other than a TV set (85% on a TV set)
47% watch live TV vs 72% who watch SVoD'

28% have their own mobile phone

To go online: 50% use a mobile phone, 83% use a tablet and 27% use a laptop

93% use video sharing platforms

39% use live streaming apps/sites

59% use messaging sites/apps

33% use social media and 33% have their own social media profile

38% play games online
74% watch TV or films on any type of device other than a TV set (88% ona TV set)
48% watch live TV vs 77% who watch SVoD'?

60% have their own mobile phone

To go online: 71% use a mobile phone, 79% use a tablet and 55% use a laptop

95% use video sharing platforms

54% use live streaming apps/sites

84% use messaging sites/apps

64% use social media and 60% have their own social media profile

69% play games online
79% watch TV or films on any type of device other than a TV set (90% on a TV set)

51% watch live TV vs 76% who watch SVoD'
32% have seen something worrying or nasty online &
32% were able to correctly identify sponsored search results Q




‘Tik Tots’

TikTok being used by 16% of British
toddlers, Ofcom finds

Three-year-olds are on the video-sharing platform and it may be
affecting their attention span

23% of 3+4 year olds
L3079 of 5-7 year olds
LN Y73 of 8-11 year olds
EY79 of 12-15 year olds

O Tiktok's terms of service excludes under-13s. Photograph: poplasen/Getty Images/iStockphoto ® 97% Of 16+ 17 yea o I d S

British toddlers are increasingly likely to be users of TikTok, with a
substantial number of parents saying their preschool children use the video
service despite the app supposedly being restricted to those aged 13 and
older.

About 16% of three- and four-year-olds view TikTok content, according to
research commissioned by media regulator Ofcom. This rises to a third of all
children in the five- to seven-year-old age group.




CONTACT

Online Gaming: 8-17s




a Platforms Flagged for
= 1.Discord &
2.Snapchat &
% |z 3.Instagram

B 4.Kik Kik:
5.Tik Tok




https://youtu.be/5i0EMOrcByU

https://www.youtube.com/watch?v=z2T-Rh838GA



https://youtu.be/5ioEM0rcByU
https://www.youtube.com/watch?v=z2T-Rh838GA

Rough estimate of time we
spend talking to children about:

Average time
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What can you do?

We don’t disclose because no one will help, and many will make it worse.






Taming Gaming

PR Fortnite Review

Posted: 2 years ago, last updated 2 weeks ago.
1 and Rich Adams.

§. Overview
Fortnite (sometimes misspelled Fortnight) rose to popularity via its Battle Royale mode
where 100 players fight against each other in online battles to the death. While they
play, using shooting, evasion and building skills to survive, a storm is closing in to make
the playable area shrink.

This simple play mechanic creates knife-edge finales when just a few players are left in
the eye of the storm. Along with an ongoing commitment to adding narrative,
geographical, weapon and outfits enhancements the developer has build a huge
audience of online players.

wwwi.pegi.nfo

Like @9 138 | N Tweet

# Game Details
Content Rating: PEGI 12
Skill Rating: 9-13 year-olds
Release Date: 25/07/2017, updated in
2018
Price: Free
Platforms: Android, PC, PS4, PS5,
Switch, Xbox One and iOS
Genres: Action, Fighting, Open World
and Shooting

@ taminggaming.com/game/Fortnite

This game is rated PEGI 12

Our review includes potentially triggering
words:

Death.

o

Ignore All Content Warnings
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Irritating or angering people in video games by being
mean or destructive or cheating
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Do you Know who your
Influencers?

What do you know about the influencers
your children are interested In?



Do you know who your
influencers?

Personalities or influencers from TikTok/YouTube




Do you know who your influencers?

| run an off-licence and I’m selling TikTok craze energy

drink Prime Hydration for more than champagne

Robin Perrie
Published: 22:06, 8 Nov 2022 | Updated: 22:54, 8 Nov 2022

AN off-licence is flogging a TikTok craze energy drink for more than
champagne.

Owner Azar Nazir charges up to £49.99 for £2 bottles of Prime Hydration
while a bottle of Moét & Chandon is £30.

Il of the energy drink in Asda (2} Image: Tiktok)

Teens swarm Asda for YouTubers' £1.50

energy drink after it goes viral on
TikTok

Prime Hydration Drink is the creation of popular YouTubers Logan Paul and KSI and the
beverage has been flying off the shelves in supermarkets across Britain in recent days

By Shawaz Ahmad 0 o . @ m
| | BOOKMARK
13:53, 19 Oct 2022 e D

Desperate teenagers are swarming supermarkets to grab a £1.50 energy drink created by
two popular YouTubers.

Footage has emerged on TikTok showing youngsters storming into Asda before 10am to get
their hands on the sweet beverage.




Center for
CC Countering
Digital Hate

Categories of videos served to Standard Teen Accounts

DEADLY BY Total videos shown on average to Standard Teens
DESI GN | i Mental Health

Body Image

20 4

TikTok pushes harmful content promoting
eating disorders and self-harm into users’ feeds.

15

10

Minutes

This graph displays the average number of mental health and body
image videos shown to Standard Teen Accounts in the first 30 minutes
of using the app




Supporting your son or
daughter

® Take an interest. @
® Listen and don’t judge. ( - D’

® Engage with them. @M Swﬂll &
® Use technology with them. ((‘. MQAMI

® Do not become a ‘sharent’ - lead by example. \\(&?/ $ 6

Talk to other parents about any issues - join social media parents groups.

® Open minded to technology.

® Be a positive role model.



UK Chief Medical Officers’ advice for parents and carers on
Children and Young People’s screen and social media use

Technology can be a wonderful thing but too much time sitting down or using mobile devices can get in the way of important,

healthy activities. Here are some tips for balancing screen use with healthy living.

Sleep matters

Getting enough, good quality sleep is
very important. Leave phones outside the
bedroom when it is bedtime.

Education matters

Make sure you and your children are
aware of, and abide by, their school's
policy on screen fime.

Safety when out and about

Advise children to put their screens away
while crossing the road or doing an
activity that needs their full attention.

Family time together

screen-free meal times are a good idea -
you can enjoy face-to-face conversation,
with adults giving their full attention

to children.

Sharing sensibly

Talk about sharing photes and information online and
how photos and words are sometimes manipulated.
Parents and carers should never assume that children
are happy for their photos to be shared. For everyone
-when in doubt, don't upload!

Keep moving!

Everyone should take a break after a couple of hours
sitting or lying down using a screen. It's good to get
up and move about a bit. #sitlessmovemore

Talking helps

Talk with children about using screens and what
they are watching. A change in behaviour can be

a sign they are distressed - make sure they know
they can always speak to you or another responsible
adult if they feel uncomfortable with screen or social
media use.

Use helpful phone features

some devices and platforms have special features -
try using these features to keep track of how much
time you [and with their permission, your children)
spend looking at screens or on social media.



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/777026/UK_CMO_commentary_on_screentime_and_social_media_map_of_reviews.pdf

Test your Home

Filterin

9

Filter Test Results

Tests were performed at 04/10/2023 13:23

Your Connection Results Overview

Type Postcode IP Address

Personal 131 18T 62.252.201.33 ° °
Network Reputation

NTL Excellent Child Sexual Abuse Adult Content

Content

7N\
@ Test Filtering FAQ

Just a few details first...

Test Your T
Internet Filter ===

’ Filtering Provider

Run Filtering Test

See'whether it blocks Child Abuse and Terrorist content




The Legends Family
Adventure

Be Internet Legends,
Google

The Legends
Family Adventure

Join the Legends Family in this short, animated
series as they go on a journey to Interland and
learn some very important lessons about internet
safety along the way.

Scroll sideways to begin! 0




Copyrighted Material

ONCE UPON A TIME..

e |
B
]

JEANNE WILLIS TONY ROSS

HGoldilocks

A Hashtag Cautionary Tale




Children will make
mistakes...

“| wouldn’t want to be called a snitch”

BN o= 4% Total
=12%

297
L EEL3%

“I'd worry that | was to blame”

Create a culture

where they will s =3/, Total

tell. IS = 33% 39%
Aoy B 48%
“My parents/carer would stop me using the internet”
B 1= 13% g
B = 18% 30%
R =< 40 %




Parental Controls




Did you know?
The average person spends 4.8 hours
a day on their handset.

Have you ever thought about how much of your life is spent looking at the phone?
Being constantly connected to lots of services creates a lot of distractions, and is a lot
for the brain to process. About nine out of 10 people in the UK now own a
smartphone, And we are glued to them - one recent study found that the average
person spends 4.8 hours a day on their handset.




www.schoolsmobile.com

g

Working with Schools Policies Explained Install Instructions FAQS AboutUs ContactUs Sign Up/Login n ’

Digitised Safeguarding,
Threat Protection & Parental Controls Salurioac S S nomged
applied in just 90 Seconds! o
[ e

BALANCED. SAFE. SIMPLE. wcopinuniersormomil .

Schools, parents and children working together
for a better digital world.

More Information For Schools
Get started today




.Google Family Link

® Available on App and Android
Stores.

Protect their privacy Secure their account See where they are Get notifications and alerts

a g €  Middle School o

® Monitor Screen Time. < | G "
Pixel 6a L

@ Unlocked « @ 56% + #9 Last online today

Name

Kids Family places
Casey Martin WP

De

a a il

& Casey Get notified when:

casey.martin@gmail.com Middle School

App permissions
E

® Manage Apps. @ oo
¥

Camera, contacts, files and media

Location sharing ()

Add/remove user

Apps from unknown sources

Set sleep time.

* il @

Highlights Controls Location

&)

March 18, 2009

Gender

Rather not say

Change password

Delete account

* it @

Highlights Controls Location

Blake

Fox Cinema

§ 87% - Now

Emma

Rob's Cafe

0 15% * Now

* i Q
Highlights. Controls Location

Arrives

Leaves

<+ i
Highlights Controls

Location

See where they are.




Apple Parental Control

9:41 wll ¥ =

< Back Web Content

WEB CONTENT

® Restrict Apps

What content can Limit Adult Websites
Jake access? Allowed Websites

Limit access to many adult websites automatically.
Specific allowed and restricted websites can be

restrictions, or customize for each type added below,

® Set time limits

Choose an age for suggested content

ALWAYS ALLOW:

Add Website

NEVER ALLOW:

® Filter web content 3 1o :

® Restrict the game centre.

Turn On Restrictions

Set Up Later




6:59

< Privacy

Last seen and online
2 comtacts excluded

Profile photo

Everyone

About

Everyone

Status
My contacts

Read receipts

If turned off, you won't send or receive Read
recelpts. Read recelpts are always sent for group
chats

Disappearing messages
Default message timer, Apply timer to chats

Groups h—

Everyone

Live location
None

Blocked contacts
q

Fingerprint lock

Enabled after 1 minute

© ¥4 §55%

Who can add me to groups

@ Everyone
() My contacts

() My contacts except.. *——

Admins who can't add you to a group chat will have the
option of inviting you privately instead

6:59
(_
W

B 090 S~

My contacts except...

No contacts excluded

Aagam

Aakash Jhaveri

Aarav »

Aarjav

Aaryan

Aarzu

Aashav

Aashay

Aashka Gandhi

Aashutosh Pandey

Aastha courier patan

Aatish Rana

Aayush Mumbai

Aayushi




Support for you

®  You can always speak to:

v’ CEOP
v NSPCC
‘/School

® Or for more general information you can visit these sites:

v’ UK Safer Internet Centre (https://www.saferinternet.org.uk/)

v Internet Matters (https://www.internetmatters.org/)

v The Parent Zone (https://parentzone.org.uk/home)



https://www.saferinternet.org.uk/
https://www.internetmatters.org/
https://parentzone.org.uk/home

Your Digital Footprint

https://www.youtube.com/watch?v=yriT8m0OhcKU



https://www.youtube.com/watch?v=yrjT8m0hcKU

